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Opensource model checker fdiormal verification and analysis of security protocols in the
symbolic model. It was initially developed at thénformation Security Institute ETH Zdrich

Core teamDavid BasinCasCremers Jannik Dreier, Simon MeierRalfSasseBenedikt Schmidt

A Crossplatform (Linux, macOS, Windows with WSL) A Security protocols specificatio®y, Multiset rewriting

A Falsification and unbounded verification systems

support A F9DQKAK G>w.lt.@mpdial) @ét @rdeéd D K
A Diffie -Hellmann exponentiation and XOR properties A

messages support A ProVerif and Deepsecexport[9]

TLS 1.31, 2, 3] 5G authentication4, 5, 6] IEEE 802.11 WPJAZ + patched version against KRAGK
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Security protocol

Specification of the

Multiset rewriting rules A labeled transition system

model adversary
Initiator ‘ .
Responder

Trusted key server

Symbolic representation of:

AL@= 9<N=JK9JQAK CFGOD=<?=
A the messages on the network

A information about freshly generated values

AL@= HJGLG; GDAK KL9L=
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Symbolicmodeling / analysis of security protocols

Introduction

Security protocol

Specification of the

Proofthat satisfies
the properties.

model adversary
Initiator Automated mode: deduction and equational reasoning
with heuristics.
Responder

Trusted key server

- Termination: proof orcorrectness or counterexample.
- May not terminate as correctness of security protocol
Is anundecidable problem [13].

Interactive mode : explore proof states, attack graphs
A combine manual proof guidance & automated mode.

A Can beautomatically
O2yaidNHzOG SRX

parallelX

| ROSNA I NB Q&

A including ararbitrary number
of protocolinstancesrunning in

A while taking into account the

q

DU A
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‘ Protocol to model
pkSn G: AK HM| DA: C=
G aenc(k, pkS)
kn DA; = Bob
symmetric key h(k) e (S)

Adversary to consider

A Controls the network
A Can delete, inject, modify and intercept messages

T

ADolev-Yaoadversary A + can dynamically compromise private keys

Security property to prove

From Alice point of viewk sent to Bob is not compromised

aenc: asymmetric encryption function
h: hash function
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6 0 "Q _ _ _ Authors:Simon Meier, Benedikt Schmidt
. R ‘ Starting with Tamarin Updated by:Jannik Dreier, Ralf Sasse
YO 0dQQ
Date:June 2016

theory FirstExample // theory's name

begin

builtins : hashing , asymmetric - encryption
h (1 param) : acryptophic aenc (2 params) :asymmetric encryption algorithm
hash function adec (2 params) : asymmetric decryption algorithm

pk (1 param) : public key corresponding to a private key

\—> adec(aenc(m, pk( sk)), sk) isreduced tom
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o v T Multiset rewriting rules
YO 8dQ°Q J

RulesGH=J9L=K GF L ®MultiseDéffactsEAK KL 9L =
Facts: predicatesstoring state information . They appear on the trace.

0 M DPremis@A A->Aa/TonglusionA K
Execution of a rule:
A Premise all facts in the premise argresent in the current state .
A ->execution of the rule.
A Conclusionfacts in the conclusion are added to tistate, those from the premise are
removed.
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YO 5dQ0 ‘ Creating a PKiI

RulesGH=J9L=K GF L ®@MultikaDéftactsEA K, OKLLKIA= 29 EQJAF J=HJ-=
Facts: predicatesstoring state information . ————_,

F(tl,..., tn) withtermsti and a fixed arityn.

0 M DPremis@A A->Aa/TonglusionA K
Execution of a rule:
A Premise all facts in the premise argresent in the current state .
A ->execution of the rule.
A Conclusionfacts in the conclusion are added to tistate, those from the premise are

removed.
Registering a public key Special built-in Fr fact Variable prefixes
rule Register pk : Fr: built-in fact, ~X denotes x:fresh
[ Fr(~ltk )] denotes a freshly $x denotes x:pub
- > generated name. For #i denotes i:temporal
[! Ltk ($A, ~tk ),! Pk($A, pk(~ltk ))] modelling nonces/keys. m denotes m:msg
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6 0 "Q .
YO $dQ'0 ‘ Creating a PKI
Registering a public key Variable prefixes String constant
rule Register pk : ~X denotes x:fresh L .
_ c' denotes a public
[ Fr(~tk )] $x denotes x:pub :
: . name inpub, global
- > #i denotes i:temporal constant
[! Ltk ($A, ~ltk ),! Pk($A, pk(~ltk ))] m denotes m:msg '

Generation of a fresh nameltk (private key)and choice of a public namé& (non-deterministically) which

corresponds to the agent associated with the newly created Kmjr.

I Ltk ($A, ~ltk ) : association of agenfand its private key-Itk
| Pk($A, pk(~Itk )) : association of agenfand its public keypk( ~ltk )

Persistence

I denotes the persistence
of a fact.
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Reminder
6 O YO _ ~x denotes x:fresh
0 C'E'QTQ ‘ Modelling the adversary ¢ | $x denotes x:pub
o | #1 denotes i:temporal
-% m denotes m:msg
_ >|'c'" denotes apublic name in
Allowing an adversary to get any out/ | Al buileain § pub, global constant.
i ut/ In special built-in facts
public key P | F(t1,.., tn) with termsfi
rule Get pk: Out/ In denotes a partysending(resp. and a fixed arityn.
| -
[! Pk(A, pubkey)] receiving) a messagéo (from) theuntrusted | | denotes the persistence of
- > network (Dolev-Yao). Onlyright-hand (left- S| fact
[ Out(pubkey) ] hand) of a multiset rewrite rule. L '
Fr: built-in fact, denotes a
freshly generated name. For
The public key is read from the publikey database and sent to the network using modelling nonces/keys.

the built-in fact Out.

Guillaume Nibert | Proving and analysing security protocols with Tamarin Prover | 2828 | CC BIWGSA 4.(@; Original worksThe Tamarin Team 18



@ snowpack lip @ Siven

(ggincs

Simple Encrypted Communication

Reminder
& O 'YJOTQ _ ~x denotes x:fresh
Yo 8400 ‘ Modelling the adversary ¢ | $x denotes x:pub
o | #1 denotes i:temporal
-% m denotes m:msg
_ . >|'c' denotes apublic name in
Dynamically compromising long - pub, global constant.
' Action facts
term private keys F(tl,... tn) with termst
rule Reveal Itk : -- [ACTIONFACT] - >: facts thatdo not and a fixed arityn.
| )
[! Ltk (A, Itk )] appear in state, but only on thetrace. || denotes the persistence of
-- [ LtkReveal (A)] -> S| fact
[ Out(ltk )] Located within the arrow. -
Fr: built-in fact, denotes a
freshly generated name. For
Ltk (A, Itk ):AA K -Ri@Gprivatekeyltk database entry was read. modelling nonces/keys.

LtkReveal (A) : states thatAA K

Out(ltk ):AA K

-fei@&Mprivate-keyltk was compromised.

-fei@&private-keyltk was sent to the adversary.

Out/In  denotes a partysending(resp.
receiving a messagéo (from) the
untrusted network (Dolev-Yaag). Only right
hand (eft-hand) of a multiset rewrite rule.
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6 0 "4Q : . :
v Modelling the pr | Sclient si
YO $dQQ ‘ odelling the protocol 3client side

Simple Encrypted Communication

// Start a new thread executing the client role, choosing the server
// non - deterministically.
rule Client_ 1 :
[ Fr(~k)
, 1 Pk($S, pkS)
]
- >
[ Client_1 ( $S, ~k)
, Out( aenc(~k, pkS))
]

rule Client_ 2
[ Client_ 1 (S, k)
, In( h(k))
]
-- [ SessKeyd S, k)] - > /[ State that the session key 'k’
] I/l was setup with server 'S'

/Il choose fresh key

// lookup public - key of server

Il Store server and key for next step of thread
// Send the encrypted session key to the server

/] Retrieve server & session key from previous step
/I Receive hashed session key from network

Variables

Reminder

~x denotes x:fresh

$x denotes x:pub

#1 denotes i:temporal

m denotes m:msg

'c’  denotes apublic name in
pub, global constant.

Facts

F(tl,..., tn) with termsti
and a fixed arityn.

I denotes the persistence of
fact.

Fr: built-in fact, denotes a
freshly generated name. For
modelling nonces/keys.

Out/In

denotes a partysending(resp.
receiving a messageo (from) the
untrusted network (Dolev-Yaag). Only right
hand (eft-hand) of a multiset rewrite rule.
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Reminder

50 Y . ) |
o ‘v Modelling the protocol 3server side B
o
T
- - - >
Il A server thread answering in one - step to a session - key setup request from

~x denotes x:fresh
$x denotes x:pub

#1 denotes i:temporal
m denotes m:msg

c' denotes apublic name in
pub, global constant.

/I some client.
rule Serv 1:

F(tl,..., tn) with termsti
and a fixed arityn.

[! Ltk ($S, ~ItkS ) I/ lookup the private - key

, In(request) ] Il receive a request 1%
_—> %

[ Out( h(adec(request, ~ItkS )))] // Return the hash of the L

I denotes the persistence of
fact.

I/ decrypted request.

Fr: built-in fact, denotes a
freshly generated name. For
modelling nonces/keys.

Out/In  denotes a partysending(resp.
receiving a messageo (from) the
untrusted network (Dolev-Yaag). Only right
hand (eft-hand) of a multiset rewrite rule.

-- [ACTIONFACT]->: facts thatdo not

NI | Located within the arrow.
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6 0 "0
YO 6400

. Writing a security property

lemma

Simple Encrypted Communication

Security properties are defined ovetraces
of theaction facts of a protocol execution.
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@® snowpack ip @ S & Simple Encrypted Communication
6 0 "4Q . |
O 6&'(279 @ \wiiting a security property Security properties are defined ovetraces
of theaction facts of a protocol execution.
lemma
lemma Client_session_key secrecy
' [* It cannot be that a */
not (
Ex Sk # #.
/[* client has set up a session key 'k' with a server'S '*

SessKeyds, k) @#i

/* and the adversary knows 'k’ */
& Kk) @4#

/* without having performed a long
& not (Ex #r. LtkReveal (S) @r)

)

-term key reveal on 'S'. */

Client point of viewd Session key secrecy property
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Simple Encrypted Communication

6 0 "Q . . : . :
YO $dQ'0 . Writing a security property Security properties are defined ovetraces
of theaction facts of a protocol execution.
lemma . .
f@i: predicate symbol
lemma Client_session_key_secrecy representing a fact occurring
' [* It cannot be that a */ at timepointi (positioni in
not ( the trace).
Ex Sk #i #.
/[* client has set up a session key 'k' with a server'S '* 00AAs Ot sNHta@tiTc £
SesskeyQs, k) @# sugar, instantiation of a
" and the adversary knows 'k */ redicate for the termdl to
& KK) @ P
/* without having performed a long -term key reveal on 'S'. */ tn.
& not (Ex #r. LtkReveal (S) @r)
)

Client point of viewd Session key secrecy property
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@ snowpack Ip @ S &l Simple Encrypted Communication
6 © "Y4Q o .
v O 52393 . Writing a security property Security properties are defined ovetraces
of theaction facts of a protocol execution.
lemma —

f@i: predicate symbol
lemma Client_session_key_secrecy representing a fact occurring
' [* It cannot be that a */ at timepointi (positioni in
not ( the trace).

Ex Sk # #.
/[* client has set up a session key 'k' with a server'S '*

SessKeyds, k) @#i
/* and the adversary knows 'k’ */

& Kk) @#

0 OAAs Otst sydtabiic &
sugar, instantiation of a
predicate for the termd1 to

/* without having performed a long
& not (Ex #r. LtkReveal (S) @r)

)

-term key reveal on 'S'. */

Client point of viewd Session key secrecy property

Guarded fragment of amany-sorted first -order |logic with a sort for timepoints.

tn .

31K, 1,j
SessKeyCS,k @i~
+ E a E ~
mLxRevealS) @ r)
)
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60 "4

YO 5dQ0 . Writing an executability property

lemma Client_session_key honest_setup
exists -trace
" Ex Sk #.
SessKeydsS, k) @#i
& not (Ex #r. LtkReveal (S) @r)

Client point of view- Model executability property

Simple Encrypted Communication

Security properties are defined
overtraces of theaction facts of
a protocol execution.

mS k,i (
SessKey(CS,k @i
- LtkRegealS) @ r)
)

True ifthere exists a trace on whichit holds

exists -trace keyword

Guillaume Nibert | Proving and analysing security protocols with Tamarin Prover | 2828 | CC BIWGSA 4.(@; Original worksThe Tamarin Team 26
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‘ Ending the theory

Simple Encrypted Communication

end
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? Guarded fragment of amany-sorted first -order logic with a sort for timepoints. 7

Propositional logic (Propositional calculus)studiespropositions and their logical relationslpgical connectives).
Proposition: statement that is eithetrue orfalse/ KM; @ 9K MAL AK J9AFAF?wmM GJ a
Components of gropositional logic language

A a set ofprimitive symbols (known avariables/T 9 L GE A ; >GJEMD9 GJ HJGHGKAL
A a set ofoperatorsymbols (ogical connectives; = h "7 hh 'l Ohl1 U h 8

Symbols are thesyntactic structures of aformal languageused to illustrate ideas, concepts or abstractions.
Aformula (or well-formed formulg is syntactic structure composed offaite sequence of symbols.

Aformal language is a syntactic structure (entity) composed ofset of finite strings of symbols (wordsthat are
well-formed formulas)

Syntax is the study of the formal rules that define how logical expressions are constructed sgmbolsand
logical connectors
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? Guarded fragment of amany-sorted first -order logic with a sort for timepoints. 7

Propositional logic (Propositional calculus)studiespropositions and their logical relationslpgical connectives).
Proposition: statement that is eithetrue orfalse/l KM; @ 9K aAL AK J9AFAF?A GJ a
Components of gropositional logic language

A a set ofprimitive symbols (known avariables/] 9 L GE A ; _>6G
A a set ofoperatorsymbols (ogical connectives: ~ h 'IP hh 'I Ohjn U

What is it for?

EMD9 GJ HJGHGKAL
38

Creatingproof systems Natural deduction system
(l.e. a formal system, which
modelsalanguage) Simple axiom system
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? Guarded fragment of amany-sorted first -order logic with a sort for timepoints. 7

First-order logic (Firstorder predicate calculuskextendspropositional logic by addingpredicates and two
guantifiers .

Predicate: symbol representing a relation or a property. EEgualis the symbol of thé&equal(a,b) formula where
aandb are elements from the same interpretation domain. Here the arity of the predicat2. s could be another
KQE: GD LG :: = MK=<y

Quantifiers:! andm,

Components of dirst -order logic language
A a set ofprimitive symbols (known asariables/T 9 L GE A ; > G J EMD 9 GJ HIJGHGKAL
A a set ofoperatorsymbols (ogical connectives; ~ h '[P hh I Oﬁbv] | Uh 8
A a set ofpredicatesymbols
A a set ofquantifiersymbols ( ! h) m

Guillaume Nibert | Proving and analysing security protocols with Tamarin Prover | 2828 | CC BIWGSA 4.(@; Original worksThe Tamarin Team 31
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7 Guarded fragment of amany-sorted first -order logic with a sort fortimepoints . 7

Many-sorted first-order logic (typed firstorder logic) extendsfirst -order logic by allowing variables to have
different sorts (in different domains).

E.g.SessKey(S, K)is the predicate symbol of th&essKey(S, k)formula whereSandk are elements from
different interpretation domains.

a O A Iso@ fotimepoints Arefer totemporal logic a branch ofmodal logic.

Modal logic deals with the concept ohecessity and possibility:
A Temporal logic: type ofmodal logic that deals with the concepts aime and temporal relations
(necessity/possibilityf a predicate beindrue attime t).

Components of anany-sorted first -order logic with sort for timepoints language
A a set ofprimitive symbols (known awariables, atomic formula or proposition letters where primitive
N9JA9: D=K : =DGF? LG <A>>=J=FL AFL=JHJ=L9LAGF
A a set ofoperatorsymbols (ogical connectives; ~ h 'IP hh 'l Ohlj't U h 8
A a set ofpredicatesymbols
A a set ofquantifiersymbols ( ! h) m
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7

Guarded fragment of amany-sorted first -order logic with a sort for timepoints

Fragment (from a language)subset of the original language by applying gyntax restrictions .

Logic

?

Guarded logias a family of firsbrder logics that have the property that gllantified variablesare guarded by
atoms (specific properties, facts)
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@ snowpack ip @ Siva: Slnes Logic

7 Guarded fragment of amany-sorted first -order logic with a sort for timepoints 7

Fragment (from a language)subset of the original language by applying gyntax restrictions .

Guarded logias a family of firsbrder logics that have the property that gllantified variablesare guarded by
atoms (specific properties, facts)

l'g 0 @ O 1 @ g 1 ©

Guillaume Nibert | Proving and analysing security protocols with Tamarin Prover | 2828 | CC BIWGSA 4.(@; Original worksThe Tamarin Team 34



@ snowpack ip @ Siva: Slnes Logic

7 Guarded fragment of amany-sorted first -order logic with a sort for timepoints ’)

Fragment (from a language)subset of the original language by applying gyntax restrictions .

Guarded logias a family of firsbrder logics that have the property that gllantified variablesare guarded by
atoms (specific properties, facts)

g0 0 J 1 o 2 1
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@ snowpack P @ S Gl Logic

7 Guarded fragment of amany-sorted first -order logic with a sort for timepoints 7

Fragment (from a language)subset of the original language by applying gyntax restrictions .

Guarded logias a family of firsbrder logics that have the property that gllantified variablesare guarded by
atoms (specific properties, facts)

g0 0 J 1 o 2 1

Decidability of thelogic H Determine thetruth or falsity of any formula in the logig.
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@ snowpack IIp @ S &l

?

Logic

Guarded fragment of amany-sorted first -order logic with a sort for timepoints

?

Fragment (from a language)subset of the original language by applying gyntax restrictions .

Guarded logias a family of firsbrder logics that have the property that gllantified variablesare guarded by
atoms (specific properties, facts)

g0 0 J 1 o 2 1

Decidable logic H Determine thetruth or falsity of any formula in the logig.

Components of gguarded fragment of a many-sorted first -order logic with sort for timepoints language
A a set ofprimitive symbols (known awariables, atomic formula or proposition letters where primitive

N9JA9: D=K : =DGF? LG <A>>=J=FL AFL=JHJ=L9LAGF
A all quantified variablesare guarded bytoms. 5 . . §
A a set ofoperatorsymbols (ogical connectives; = h "7 hh 'l Ohlit U h 8

A a set ofpredicatesymbols
A a set ofquantifiersymbols ( | h) m
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Tamarin Prover

Introduction

First example: a Simple Encrypted Communication

Guarded fragment of a mangorted firstorder logic with a sort for timepoints

Installing & Using Tamarin
Ubuntu installation
Message theory
Multiset rewriting rules
Raw & refined sources
Lemmas: security proof of the Simple Encrypted Communication protocol

Partial deconstructions
Resources materials
Appendices
References
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@ snrowpack lip @ S Slnes

Ubuntu installation

Installation

# Installing the Homebrew package manager S0
sudo apt install build - essential procps curl file git iﬂ

/bin/lbash  -c¢ "$( curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh)"

# Installation of Tamarin
brew install tamarin - prover/tap/tamarin - prover

Other OSedttps://tamarin-prover.qgithub.io/manual/master/book/002 installation.html
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@ snrowpack lip @ S Slnes

Opening the First example

Running Tamarin

! ..E.’-.-‘.
First example available dittps://tamarin-prover.github.io/manual/master/code/FirstExample.spth -i'::iz::'-_l‘ ':I'g- -'.'5
X E .

tamarin - prover interactive FirstExample.spthy

Open your favorite web browser and golitip://127.0.0.1:3001
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@ snrowpack lip @ S Slnes
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Using Tamarin
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