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Terminology

Context

The origins: David Chaum's seminal paper
Onion Routing & Tor - The Onion Router
Random walks & DHT-Based protocols
DCNets

Other Anonymous Communication Protocols
Snowpack
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Communication network

Senders Recipients

Messages

Subject: human being, legal person, computer... < > Sender, recipient

Set of subject: organisation whichis not a legal person. A. Pfitzmann and M. Hansen, A terminology for talking about privacy by data

minimization: Anonymity, Unlinkability, Undetectability, Unobservability, Pseudonymity,
and Identity Management. Aug. 2010. [Online]. Available: http://dud.inf.tu-
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° "™ SCIENCES 1
@ snowpack P @ Sawy Slace Terminology

Communication network

Senders Recipients

Messages

State of sys: may vary according to the actions taking place within it.
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@ snowpack IIP @ S &l &Y
may monitor the communications

Definitions are presented with consideration of an adversary delete, inject, modify, intercept
messages

be part of the communications
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° ™ SCIENCES TerminOIO
@ snowpack IIP @ S &l &Y
may monitor the communications

Definitions are presented with consideration of an adversary delete, inject, modify, intercept
messages

be part of the communications

Communication network

Senders Recipients

Messages
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@ snowpack Iip @ Siv: Slace Terminology - Anonymity

“Anonymity of a subject means that the subject is not identifiable within a set of subjects, the anonymity set.”
-[1]

Communication network

Recipients
All possible subjects (or suspects from the
viewpoint of the adversary...) =
anonymity = f(K(adversary))" '

Messages

— Largest possible anonymity sets /
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@® snowpack lip @ S Slacs Terminology - Anonymity

“Anonymity of a subject means that the subject is not identifiable within a set of subjects, the anonymity set.”

-[1]
Communication network

Senders Recipients

Messages

Largest possible
sender anonymity set

600

— Largest possible anonymity sets
Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

@ snowpack lip @ S & Terminology - Sender anonymity

UNIVERSITE

“Sender anonymity of a sender means that the sender is not identifiable within a set of potential senders, the
sender anonymity set.” - [1]

Communication network

Senders Recipients

Messages

Largest possible
sender anonymity set

=,
S
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@® snowpack lip @ S Slacs Terminology - Recipient anonymity

UNIVERSITE

113

anonymity of a means that the is not identifiable within a
, the anonymity set.” - [1]

Communication network

Senders Recipients

Messages

eXeXe
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@® snowpack lip @ S Slacs Terminology - Recipient anonymity

UNIVERSITE

113

anonymity of a means that the is not identifiable within a
, the anonymity set.” - [1]

Communication network

Senders Recipients

Messages

eXeXe
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@® snowpack lip @ S Slacs Terminology - Anonymity sets

Can be disjoint or intersect each
other + variation over the time

Communication network

Senders Recipients

Messages

eXeXe

Largest possible
sender anonymity set
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@ snowpack Iip @ Siv: Slace Terminology - Anonymity set

UNIVERSITE

“Anonymity of a subject means that the subject is not identifiable within a set of subjects, the anonymity set.”

-[1]

Communication network

Recipients

Messages

Sender anonymity set
\ Largest possible anonymity sets with

respect to this adversary
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@® snowpack lip @ S Slacs Terminology - Anonymity quantification

UNIVERSITE

“Anonymity of a subject means that the subject is not identifiable within a set of subjects, the anonymity set.”

-[1]

Anonymity is not quantifiable in the
previous definition: a subject is
anonymous or identifiable

T,
S

Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0

14


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

@® snowpack lip @ S Slacs Terminology - Anonymity quantification

UNIVERSITE

“Anonymity of a subject means that the subject is not identifiable within a set of subjects, the anonymity set.”

-[1]

Anonymity is not quantifiable in the
previous definition: a subject is
anonymous or identifiable

New definition

“Anonymity of a subject from an attacker’s perspective means that the attacker cannot sufficiently identify
the subject within a set of subjects, the anonymity set.” - [1]

™
>,
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@® snowpack lip @ S Slacs Terminology - Anonymity quantification

UNIVERSITE

“Anonymity of a subject from an attacker’s perspective means that the attacker cannot sufficiently identify
the subject within a set of subjects, the anonymity set.” - [1]

\

thresholds, metrics to quantify anonymity [2, 3, 4]

=,
S
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@® snowpack lip @ S Slacs Terminology - Anonymity delta

UNIVERSITE

“An anonymity delta (regarding a subject’s anonymity) from an attacker's perspective specifies the difference
between the subject’s anonymity taking into account the attacker’s observations (i.e., the attacker’s a-
posteriori knowledge) and the subject’s anonymity given the attacker's a-priori knowledge only” - [1]

Quantification of the anonymity delta is possible since quantification of anonymity exists
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@® snowpack lip @ S Slacs Terminology - Anonymity delta

UNIVERSITE

“An anonymity delta (regarding a subject’s anonymity) from an attacker's perspective specifies the difference
between the subject’s anonymity taking into account the attacker’s observations (i.e., the attacker’s a-
posteriori knowledge) and the subject’s anonymity given the attacker's a-priori knowledge only” - [1]

Quantification of the anonymity delta is possible since quantification of anonymity exists

/ Negative — “Subject’s anonymity has decreased”
Anonymity delta
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@® snowpack lip @ S Slacs Terminology - Anonymity delta

UNIVERSITE

“An anonymity delta (regarding a subject’s anonymity) from an attacker's perspective specifies the difference
between the subject’s anonymity taking into account the attacker’s observations (i.e., the attacker’s a-
posteriori knowledge) and the subject’s anonymity given the attacker's a-priori knowledge only” - [1]

Quantification of the anonymity delta is possible since quantification of anonymity exists

/ Negative — “Subject’s anonymity has decreased”
» Zero

Anonymity delta > » “Perfect preservation of a subject’s anonymity”
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@ snowpack lip @ S & Terminology - Anonymity delta

UNIVERSITE

“An anonymity delta (regarding a subject’s anonymity) from an attacker's perspective specifies the difference
between the subject’s anonymity taking into account the attacker’s observations (i.e., the attacker’s a-
posteriori knowledge) and the subject’s anonymity given the attacker's a-priori knowledge only” - [1]

Quantification of the anonymity delta is possible since quantification of anonymity exists

/ Negative — “Subject’s anonymity has decreased”
— Zero

Anonymity delta \ » “Perfect preservation of a subject’s anonymity”

Poglve ———  Anonymity cannot increase (except if the
adversary forgets his knowledge)

=\
. \\ \\
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.snowpack lip @ gggmgggg C{)incs Terminology-Unlinkability

“Unlinkability of two or more items of interest (I0ls, e.g., subjects, messages, actions, ...) from an attacker’s
perspective means that within the system (comprising these and possibly other items), the attacker cannot
sufficiently distinguish whether these 10Is are related or not.” - [1]

“Linkability of two or more items of interest (IOls, e.q., subjects, messages, actions, ...) from an attacker’s
perspective means that within the system (comprising these and possibly other items), the attacker can
sufficiently distinguish whether these 10Is are related or not.” - [1]

“An unlinkability delta of two or more items of interest (I0ls, e.g., subjects, messages, actions, ...) from an attacker’s
perspective specifies the difference between the unlinkability of these 10Is taking into account the attacker’s
observations and the unlinkability of these 10Is given the attacker’s a-priori knowledge only.” - [1]
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. | Terminology - Anonymity expressed in terms of
@ snowpack [IIp @ S (Z’ms unlinkability

How can anonymity be expressed in relation to unlinkability?
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. | Terminology - Anonymity expressed in terms of
@ snowpack [IIp @ S C{)incs unlinkability

How can anonymity be expressed in relation to unlinkability?

New definition with explicit attributes associated with anonymity.

=,
S

Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0 )2V

23


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

. | Terminology - Anonymity expressed in terms of
@ snowpack [IIp @ S C{)incs unlinkability

How can anonymity be expressed in relation to unlinkability?
New definition with explicit attributes associated with anonymity.

If the attribute is “having sent a message”...

T,
N
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. , Terminology - Sender anonymity expressed in terms
@ snowpack Iip @ S &laes of unlinkability

“A sender s is anonymous w.r.t. sending, iff s is anonymous within the set of potential senders, i.e., within the
sender anonymity set.” - [1]

Communication network

Senders Recipients

Messages

Sender anonymity set

=,
S
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. , Terminology - Sender anonymity expressed in terms
@ snowpack Iip @ S &laes of unlinkability

“A sender s sends a message m anonymously, iff s is anonymous within the set of potential senders of m, the
sender anonymity set of m.” - [1]

Communication network

Senders Recipients

Messages

Sender anonymity set
of m X
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o T Terminology - Sender anonymity expressed in terms
@ snowpack lIip @ S Slacs of unlinkability

“A sender s sends a set of messages M anonymously, iff s is anonymous within the set of potential senders of M,
the sender anonymity set of M.” - [1]

Communication network

Senders Recipients

M Messages

Sender anonymity set
of M T
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. , Terminology - Sender anonymity expressed in terms
@ snowpack Iip @ S &laes of unlinkability

“A message m is sent anonymously, iff m can have been sent by each potential sender, i.e., by any subject within
the sender anonymity set of m.” - [1]

Communication network

Senders Recipients

Messages

Sender anonymity set
of m

o,
S
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. , Terminology - Sender anonymity expressed in terms
@ snowpack Iip @ S &laes of unlinkability

“A set of messages M is sent anonymously, iff M can have been sent by each set of potential senders, i.e., by any
set of subjects within the cross product of the sender anonymity sets of each message m within M.” - [1]

Communication network

Senders Recipients

Messages

Sender anonymity set
of m, Y IS
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. , Terminology - Sender anonymity expressed in terms
@ snowpack Iip @ S &laes of unlinkability

“A set of messages M is sent anonymously, iff M can have been sent by each set of potential senders, i.e., by any
set of subjects within the cross product of the sender anonymity sets of each message m within M.” - [1]

Communication network

Senders Recipients

(m, ]

M Messages

Sender anonymity set
of m,

o,
S
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. , Terminology - Sender anonymity expressed in terms
@ snowpack [IIp @ S C{)incs of unlinkability

“A set of messages M is sent anonymously, iff M can have been sent by each set of potential senders, i.e., by any
set of subjects within the cross product of the sender anonymity sets of each message m within M.” - [1]

Communication network

Senders Recipients

M Messages

O
()
O—+
O

Sender anonymity set
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. , Terminology - Sender anonymity expressed in terms
@ snowpack Iip @ S &laes of unlinkability

“A set of messages M is sent anonymously, iff M can have been sent by each set of potential senders, i.e., by any
set of subjects within the cross product of the sender anonymity sets of each message m within M.” - [1]

Communication network

Senders Recipients

Messages

Sender anonymity set
of m,
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. , Terminology - Sender anonymity expressed in terms
@ snowpack Iip @ S &laes of unlinkability

“A set of messages M is sent anonymously, iff M can have been sent by each set of potential senders, i.e., by any
set of subjects within the cross product of the sender anonymity sets of each message m within M.” - [1]

Communication network

Senders Recipients

M Messages

Sender anonymity set
of M T w
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o N s Terminology - Anonymity expressed in terms of
@ snowpack [IIp @ S ({’ms unlinkability

Works also for receiving messages. ..

If the attributes are having sent AND having received messages,
|0ls are “who has sent or received which message” =»

“Anonymity of a subject w.r.t. an attribute may be defined as
unlinkability of this subject and this attribute.” - [1]

Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0 AN )22 Vo


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

o N s Terminology - Anonymity expressed in terms of
@ snowpack [IIp @ S c{’ms unlinkability

“Anonymity of a subject w.r.t. an attribute may be defined as
unlinkability of this subject and this attribute.” - [1]

“Sender anonymity of a subject means that to this potentially sending
subject, each message is unlinkable.” - [1]

“Recipient anonymity of a subject means that to this potentially
receiving subject, each message is unlinkable.” - [1]

One can define a
weaker version | Relationship anonymity ...
of anonymity
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. , Terminology - Relationship anonymity and
@ snowpack [IIp @ S c{’ms unlinkability

“Relationship anonymity of a pair of subjects, the potentially sending
subject and the potentially receiving subject, means that to this potentially
communicating pair of subjects, each message is unlinkable.” - [1]

Communication network

Senders Recipients

Messages

Y - /‘\\Q\*\\ = /R
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° "™ SCIENCES
@ snowpack IIp @ S &l

Terminology - Relationship anonymity and

“Relationship anonymity of a pair of subjects, the potentially sending
subject and the potentially receiving subject, means that to this potentially
communicating pair of subjects, each message is unlinkable.” - [1]

Communication network

Senders

unlinka

sandr are

ole.
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@® snowpack lip @ S Slacs Terminology - Undetectability

UNIVERSITE

“Undetectability of an item of interest (IOl) from an attacker’s perspective means
that the attacker cannot sufficiently distinguish whether it exists or not.” - [1]

Perfect undetectability: “Undetectability is maximal iff whether an 10l
exists or not is completely indistinguishable’. - [1]

If 10ls == messages: how to discriminate a real message from a random noise?

“An undetectability delta of an item of interest (I0l) from an attacker’s
perspective specifies the difference between the undetectability of the 101 taking
into account the attacker’s observations and the undetectability of the 10l
given the attacker’s a-priori knowledge only.” - [1]

X D 38
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@ snowpack Iip @ Siv: Slace Terminology - Unobservability

UNIVERSITE

“Unobservability of an item of interest (I0l) means
* undetectability of the |0l against all subjects uninvolved in it and
« anonymity of the subject(s) involved in the 10l even against the other
subject(s) involved in that I01.” - [1]

“Sender unobservability then means that it is sufficiently undetectable whether
any sender within the unobservability set sends.” - [1]

“Recipient unobservability then means that it is sufficiently undetectable
whether any recipient within the unobservability set receives.” - [1]

“Relationship unobservability then means that it is sufficiently undetectable
whether anything is sent out of a set of could-be senders to a set of could-be
recipients.” - [1]

—_
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° "\ SCIENCES TerminOIO
@ snowpack IIP @ S &l &Y

Perfect
version

Perfect
version

Perfect
version
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“Unobservability of an item of interest (I0l) means
* undetectability of the |0l against all subjects uninvolved in it and
« anonymity of the subject(s) involved in the 10l even against the other
subject(s) involved in that I01.” - [1]

“Perfect sender unobservability then means that it is completely undetectable
whether any sender within the unobservability set sends.” - [1]

“Perfect recipient unobservability then means that it is completely
undetectable whether any recipient within the unobservability set receives.” -

[1]

“Perfect relationship unobservability then means that it is completely
undetectable whether anything is sent out of a set of could-be senders to a set
of could-be recipients.” - [1]
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@® snowpack lip @ S & Terminology - Relationships between terms

UNIVERSITE

Unobservability = Anonymity

Unobservability = Undetectability Sender anonymity = Relationship anonymity

Recipient anonymity = Relationship anonymity

Sender unobservability = Sender anonymity
Recipient unobservability = Recipient anonymity
Relationship unobservability = Relationship anonymity

Sender unobservability = Relationship unobservability
Recipient unobservability = Relationship unobservability

5 ™ _/R
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. snowpack Iip @ S SORBONNE ngincs Terminology - Pseudonyms
“A pseudonym is an identifier of a subject other than one of the subject’s real names.” - [1]

Communication network

Pseudonyms
Senders Pseudonyms

‘ . . Recipients
oo Q O

N Messages ~ ~
~ ‘.\'
oo C

Sender .

pseudonymity .

Recipient pseudonymity
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@ snowpack lip @ S & Terminology - Pseudonyms

Extensions
Group Transferable
pseudonym pseudonym
Transferable group
pseudonym

=,
S
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@ snowpack lip @ S & Terminology - Details

UNIVERSITE

More info: [1]

A. Pfitzmann and M. Hansen, A terminology for talking about privacy by data
minimization: Anonymity, Unlinkability, Undetectability, Unobservability,
Pseudonymity, and Identity Management. Aug. 2010. [Online]. Available:
http://dud.inf.tu-dresden.de/literatur/Anon Terminology v0.34.pdf
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() "\ SCIENCES
# snowpack IIp @ St S

Terminology

Context

The origins: David Chaum's seminal paper
Onion Routing & Tor - The Onion Router
Random walks & DHT-Based protocols
DCNets

Other Anonymous Communication Protocols
Snowpack

References
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° "™ SCIENCES
@ snowpack IIp @ S &l

A communication M

Bob

A secure
L. Si3t#
communication m -

An anonymous
.. Hello
communication ﬂ - ’

An anonymous secure
. Si3t#
communication E -
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b

Context

The Internet is not
designed for privacy.

Securing exchanges is
easy.

Not knowing that Bob is
communicating with Alice is
difficult.

or
Not knowing that Alice is
communicating or not...
or...
Cf. defs of anonymity ;)
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@ snowpack lip @ S & What is the point of being anonymous?

UNIVERSITE

Applications: avoid being targeted by advertising, mass surveillance, intelligence,
police, illegal activities...
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. snowpack Iip @ gggmggg ngincs Basics systems - Proxy

The adversary only listens to the
network and has no other capabilities.

g Service (e.g.

Alice www.lip6.fr)

Q e

Alice IP@ Service IP@

No anonymity at all. Just put a probe, and we know that Alice is communicating with the Service.

If secrecy is also a concern: encryption (e.g. HTTPS).
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@ snrowpack lip @ S Slnes

Anonymity network

Alice

v

Basics systems - Proxy

Service (e.g.
www.lip6.fr)

O

Alice IP@ \

Proxy IP@
/

Goal: achieve Alice’s anonymity (sender anonymity)
Guarantees only apply to the anonymity network:

- Anonymity

- And possibly secrecy if wanted...

Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0

Service IP@

Guarantees end here

HTTPS between Alice and Service is not
a provided by the Anonymity Network
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. snowpack Iip @ gggr\,BEgggg ngincs Basics systems - Proxy
Anonymity network

Service (e.g.

Alice www.lip6.fr)
G O
Alice IP@ \ Service IP@

Proxy IP@
/

Issues:
- Adversary capability: compromising the Proxy; i.e. the Proxy is a trusted third party. — Secrecy lost
- QoS: a proxy is located at the application layer.

/ Anonymity lost
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. snowpack Iip @ gggr\,BEgggg ezincs Basics systems - Proxy

Anonymity network

Alice-Proxy:
provides a
ciphered tunnel
(e.g. SSH). 7} Proxy Service (e.g.
Alice www.lip6.fr)
G O
Alice IP@ \ Service IP@
Proxy IP@
/
Anonymity lost
Issues:
- Adversary capability: controls the links Alice-Proxy and Proxy-Service. Traffic analysis.
- QoS: a proxy is located at the application level
Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0 - /\R
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. snowpack Iip @ gggmggg ngincs Basics systems - Proxy
Anonymity network

Alice-Proxy: does
not provide a
ciphered tunnel

g Proxy

Service (e.g.

Alice www.lip6.fr)
O O
Alice IP@ \ Service IP@

Proxy IP@
/

Anonymity lost

Issues: /" Secrecy lost
- Adversary capability: controls the links Alice-Proxy and Proxy-Service. Traffic analysis.

- QoS: a proxy is located at the application level
- Here: anonymity depends on secrecy....
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@® snowpack lip @ S Slacs Basics systems - Proxy

ssh -D 1080 socks-ssh.server.com

(® Manual proxy configuration

HTTP Proxy
Also use this proxy for HTTPS

HTTPS Proxy

SOCKS Host | socks-ssh.server.com

SOCKS v4 (®) SOCKS v5

1) A, - /\ = J_/R
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@ snrowpack lip @ S Slnes

Anonymity network

Alice

v

Basics systems - VPN

Service (e.g.
www.lip6.fr)

O

Alice IP@ \

VPN IP@
J

Goal: achieve Alice’s anonymity (sender anonymity)
Guarantees only apply to the anonymity network:

- Anonymity

- And possibly secrecy if wanted...
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Service IP@

Guarantees end here

HTTPS between Alice and Service is not
a provided by the Anonymity Network
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. snowpack Iip @ gggmggg ngincs Basics systems - Proxy
Anonymity network

Service (e.g.

Alice www.lip6.fr)
O  © O
Alice IP@ \ Service IP@

VPN IP@
J

Issues: Anonymity lost

- Adversary capability: compromising the VPN; i.e. the VPN is a trusted third party. —, Secrecy lost

VPN:
- Better QoS: a VPN is located at the IP layer.

Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0
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° "\ SCIENCES B i ms - Pr X
@ snowpack P @ Sawy Slace asics systems - Proxy

Anonymity network
VPN

Service (e.g.
[ www.lip6.fr)

&
O

Service IP@

IPv4 tunnel
Should be ciphered VPN IP@

\

Because also here: anonymity depends on secrecy....

Alice IP@

Encrypted
AliceIP@ | VPN IP@ Aprile@‘ServicelP@|

)
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() "\ SCIENCES
@ snowpack P @ SimE Slas

Terminology

Context

The origins: David Chaum's seminal paper
Onion Routing & Tor - The Onion Router
Random walks & DHT-Based protocols
DCNets

Other Anonymous Communication Protocols
Snowpack

References
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@ snowpack lip @ S C?&ncs Context

Context: anonymous, secure e-mail communication between two participants (Alice and Bob)

Purpose, proposed guarantees:
* hide the content of a message
* not be able to know that the two participants are communicating with each other at a given time for
a given duration (this problem is called the "traffic analysis problem").

How can this be achieved?

Using cryptographic systems and intermediary computers called "mixes" connected to each other relaying
the message to be transmitted from Alice to Bob and vice versa.

Additional information

The key distribution problem is not studied in this article.

[28] D. L. Chaum, Untraceable electronic mail, return addresses, and digital pseudonyms, Commun. ACM, vol. 24, no. 2, pp.
84-90, Feb. 1981, doi: 10.1145/358549.358563.
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@ snowpack ip @ Siv: &)ee David Chaum’s seminal paper

UNIVERSITE

Asymmetric cryptographic operations only. Usage : End-to-End

Input Output

N\ Ky /Ky
Cyphgrtext 1 Y NewCyphertext 3 \
.\L NewCyphertext B —

Cyphertext 3 NewCyphertext 1

vphertext .
f Mixing
batch

operations to the messages

M: a message.

K, : public key of A.

K,~1: private key of A.

K™ (Ky(M) = (Ky(K;~ (M) = M A
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° "™ SCIENCES
@ snowpack IIp @ S &l

Asymmetric cryptographic operations only.

N\

David Chaum’s seminal paper

Input Output

item
.\L R
Cyphertext 1

KMix/KMix_l /

NewCyphertext 3

NewCyphertext 3

o

C

yphertext 3

NewCyphertext 1

<

vphertext

o .

M: a message.

K, : public key of A.

K,~1: private key of A.

Ky~ (Ky(M)) = (Ky(Ky (M) = M

/!
tch

Mixing

and applying public/key

operations to the messages

Usage : End-to-End

KBob/KBob_l

To avoid guessing ¥'= Mby testing KA(Y) = KA(M), a |large string of
random bits Ris concatenated with Mbefore encryption: Mis
encrypted using KA(R, M).
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° "™ SCIENCES
@ snowpack IIp @ S &l

Asymmetric cryptographic operations only.

item
.\L \
<
Cyphertext 1
.\L

Cyphertext 3

Input

vphertext

/!
batch

Kuix (Ruiw Kgob(Rpopy M), Bob)

KMix/KMix_l

Mixing
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David Chaum’s seminal paper

Output

/

NewCyphertext 3

NewCyphertext 3

NewCyphertext 1

<

Anonymity lost

and applying public/key
operations to the messages

Usage : End-to-End

KBob/KBob_l

KBob(RBob' M)' BOb

: S =9 \'\’/'1.__‘_\ 6 1


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

@ snowpack ip @ Siv: &)ee David Chaum’s seminal paper

UNIVERSITE

Asymmetric cryptographic operations only. Usage : End-to-End

.\Iiem

~ Karoq/Kopior 2 K. /K. -1

Cyphertext 1 Ve wice/ K Cyphertext3
‘\L

KBob/KBob_1

Cyphertext -

Cyphertext 3 Cyphertext 1
vphertext 3
/!
batch
A single honest mix in the whole cascade is enough to preserve anonymity. Signature & Verification [5]
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Research on anonymity communications

HORIZON *
2020,
*

Mixnets Panoramix/
* Remailers (Penet, Cypherpunk, Mixmaster, Katzenpost  XXmessenger

NYM
Mixminion) [5, 6, 7, 8]
* Babel [9] a X @
* Webmixes (JAP/JonDonym) [10] A

* |ISDN and Real-time mixes [11, 12]

@ snrowpack lip @ S Slnes

: XUVUZPellif[lli]] Loopix/Sphinx cMix Loopix/Sphinx
nonPo 16, 17] [18] [16, 17]

e Survey [15]

Onion routing [19] and Tor-based protocols [20]

Random Walks [21] and DHT-Based protocols [22, 23]

Details: survey [15]
DCNets [24] y

Others (Snowpack, I12P [25], P5[26], CAR [27], etc.)

“*\ 3 /1"\‘:\\ = ___J_/R
N D 63
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() "\ SCIENCES
@ snowpack P @ SimE Slas

Terminology

Context

The origins: David Chaum's seminal paper
Onion Routing & Tor - The Onion Router
Random walks & DHT-Based protocols
DCNets

Other Anonymous Communication Protocols
Snowpack

References
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........... In ion of Tor
@ snowpack IP @ Sivsi Slas stallation of To

Installation: https://www.torproject.org/download/

Onion routing [19]
Tor [20] 7 .

J,
N\ &N
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. SnowpaCk Lip @ S SORBONNE ggncs ConneCtion tO the TOF nEtWOFk

UNIVERSITE

Connect to Tor x + & Mot connected

3 Tor Browser Search with DuckDuckGo or enter address w O & =

Connect to Tor

Tor Browser routes your traffic over the Tor Network, run by thousands of volunteers around the world.

B Always connect automatically

Configure Connection... Connect
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UNIVERSITE

@ snowpack lip @ S & Accessing the LINCS website through Tor

C/ CiNcs

LINCS

Laboratory for Information, Networking and Communication Sciences

Home MNews Activities ~ Research ~ About us ~

Contact Intranet

Search ...
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@ snowpack lip @ S C{’ms Tor route

LINCS - Laboratory for

& [ & htps: vlincs.fr

‘ Tor Circult

This browser

Circuit for lincs.fr

I Romania (guard)
== United States
B France

lincs.fr

Mew Tor circuit for this site

Your guard node may not change

-y ] _'_J,f""\\._(\‘\ s
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@ snowpack ip @ S & Tor

M o — o TCP
IP
Alice (Firefox + OP) OR1 OR2 OR3 www.lincs.fr Tor protocol
stack

OP : Onion Proxy } Tor relays (part of the

OR: Onion Router Tor network)

Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0 = 2\ e 69


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

@ snowpack P @ Sy Slacs Context
Tor network

Alice (Firefox + OP) www.lincs.fr

OP : Onion Proxy Tor relays (part of the
OR: Onion Router Tor network)

J,
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@ snrowpack lip @ S Slnes

Tor link protocol version: v<4

Fixed-length cell

VALUES

Maximum size

/

Tor cells

https://spec.torproject.org/tor-

spec/cell-packet-format#circid

Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0

2 bytes 1 byte 509 bytes
. 12

CircID | Command Payload alzbykes

PADDING \
1-2-3... CREATE
CREATED Depends on the
RELAY command
DESTROY
https://spec.torproject.org/tor-
spec/cell-packet-format#command
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@ snrowpack lip @ S Slnes

Tor link protocol version: v2 4

Fixed-length cell

VALUES

Maximum size

/

Tor Cells

https://spec.torproject.org/tor-

spec/cell-packet-format#circid
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@® snowpack lip @ S Slacs Tor - Building a circuit - first node (OR1)

UNIVERSITE

Pubop Pubori Pubor2 Pubor2 Circuit
Privop Privor1 Privorz Privor2
TLS
Alice (Firefox + OP) OR1 OR 2 OR 3 www.lincs.fr
TCP
e |
‘ ! CREAT% Epupor1(g*1) ‘ IP
> = g*1'Y1 Local
| ciroo | oo | | =9 computation Tor protocol
BRES PLHE) | Alice has fetched the IP addresses stack
Local Ki=g*t" of OR1,0R2,0R 3 froma Tor

computations  H(K;)

directory server. She is the only
one knowing the whole route.

Epuborn(X): RSA Encryption | H(Kn) : Hash of Kh.

Kn(X) : AES 128 bits encryption using the symmetric key Kn derived thanks to Diffie-Hellmann key exchange.

Kn = g*"¥" mod q [shared symmetric secret key between Alice and ORn].

g [public]: primitive root modulo q [public] of the multiplicative cyclic group G of integers modulo q where q is a prime number.
Xn, Yn € Zq [private]
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@ snowpack P @ Sy Sl

Pubor2
Privor2

Pubor?
Privor2

Pubop
Privop

Pubor1
Privor1

Alice (Firefox + OP) OR 1 OR 2 OR 3

|
C“K% Epubor1(g™)

computation

|
|
> Kl - gxl'yl Local
|

9”1, H(Ky)

|
‘ [ J o [ J
oy B2 Where is specified
the IP address of
OR1?

Epuborn(X): RSA Encryption | H(Kn) : Hash of Kh.

Kn(X) : AES 128 bits encryption using the symmetric key Kn derived thanks to Diffie-Hellmann key exchange.

Kn = g*"¥" mod q [shared symmetric secret key between Alice and ORn].

g [public]: primitive root modulo q [public] of the multiplicative cyclic group G of integers modulo q where q is a prime number.

Xn, Yn € Zq [private]
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@ snowpack lip @ Siven

Pubop
Privop

Alice (Firefox + OP)

C{)incs

Pubor2
Privorz

Pubor?
Privor2

Pubor1
Privor1

OR 1 OR 2 OR3

IP (OR1) b Epupor1(9™*)

» —_— .X' *
Kl =g 1'Y1 Local

e, g’ H(K)

<&

computation

— X1 V|
Local Ki=g"""

computations  H(K;)

Epuborn(X): RSA Encryption | H(Kn) : Hash of Kh.

Let us go to the IP
view in the protocol
stack...

Kn(X) : AES 128 bits encryption using the symmetric key Kn derived thanks to Diffie-Hellmann key exchange.
Kn = g*"¥" mod q [shared symmetric secret key between Alice and ORn].
g [public]: primitive root modulo q [public] of the multiplicative cyclic group G of integers modulo q where q is a prime number.

Xn, Yn € Zq [private]
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@ snowpack lip @ Siven

Kl — gx1‘371

Pubop
Privop

Pubor1
Privor1

C2(.)if\CS

Pubor?
Privor2

H(K>)

Kl = gxr)ﬁ

Alice (Firefox + OP) OR 1 OR 2
| oron [ |
‘ ! CREAT% Epubor1(g™*) ‘
| oron [ |
B gL HK) |

Local Ki=g”

computations  H(K;) >
|1 R o 5 2208

‘ 2 CREATE{ Epubor2(9*?) ‘

Encrypted with K4 >

Local Kz = g*?7¢ | ‘ 2 | 9”2, H(K>) ‘

computations |1 [Reay Do o Bl g, H (K|

Epuborn(X): RSA Encryption | H(Kn) : Hash of Kh.
Kn(X) : AES 128 bits encryption using the symmetric key Kn derived thanks to Diffie-Hellmann key exchange.
Kn = g*"¥" mod q [shared symmetric secret key between Alice and ORn].
g [public]: primitive root modulo q [public] of the multiplicative cyclic group G of integers modulo q where q is a prime number.

Xn, Yn € Zq [private]
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@ snowpack lip @ Siven

Kl — gx1‘371

Pubop
Privop

Pubor1
Privor1

C2(.)if\CS

Pubor?
Privor2

H(K>)

— X1
R& =g 1'V1
Alice (Firefox + OP) OR 1 OR 2
‘ 1 CREAT% EPub0R1(gx1) ‘ \ .
> “Routing”
oo oo | Table: CircID 1
ERES gPLHK) is associated
1@ with CircID 2.
Local Ki=g""1 th Circ
computations  H(K;) >
| [re s e 5 2T
‘ 2 CREATE{ Epubor2(9™?) ‘
Encrypted with K4 >
Local K; = g% | IR g HK)
computations |1 [Reay e Lo T g HOG)

Epuborn(X): RSA Encryption | H(Kn) : Hash of Kh.
Kn(X) : AES 128 bits encryption using the symmetric key Kn derived thanks to Diffie-Hellmann key exchange.
Kn = g*"¥" mod q [shared symmetric secret key between Alice and ORn].
g [public]: primitive root modulo q [public] of the multiplicative cyclic group G of integers modulo q where q is a prime number.

Xn, Yn € Zq [private]
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@ snowpack lip @ Siven

C28if\CS

Tor - Building a circuit - first node (OR1)

PUbOP PUbOR1 PUbORZ PUbOR2 CirCUit
Ky =g Privop Privor1 Privor2 Privorz
KZ — gxz'J/z Kl = gxr)ﬁ K, = ng'yZ TLS
Alice (Firefox + OP) OR 1 OR 2 OR3 www.lincs. fr
TCP
ola ReLay | OR3 IP@, Encrypted with K2
[ ] e, N IP
‘ 2 Relay ‘ E?(?I'IE/:IYD E?,RS IP%ACSJ
Encrypted : K1(Kz( ) oo
> Tor protocol
‘ : }CREATE{ Epubor3(9™®) ‘ Local stack
> X3
> K3=g7 computation
= g%, H(Ks) |
Encrypted with K2 <
AL ,
\
‘ 2 Relay ‘ E?(E;IEPSD gJ/3'H(K3)‘
Encrypted : K1(Kz(’)) <
LF)CGl K3 = gx3-y3‘ t I Relay ey gy3,H(K3#
computations L ED
H(K3)
Epuborn(X): RSA Encryption | H(Kn) : Hash of Kh.
Kn(X) : AES 128 bits encryption using the symmetric key Kn derived thanks to Diffie-Hellmann key exchange.
Kn = g*"¥" mod q [shared symmetric secret key between Alice and ORn].
g [public]: primitive root modulo q [public] of the multiplicative cyclic group G of integers modulo q where q is a prime number.
Xn, Yn € Zq [private]
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@ snrowpack lip @ S Slnes

Pubop
K, = gxl'yl Privop

KZ — gxz'J/Z

Pubor?
Privor2

Pubor2
Privorz

Pubor1
Privor1

Kl = gxl.yl KZ = ng'yZ

OR 2 k\\\ OR3
“Routing”

Alice (Firefox + OP) OR 1

I e e - e Piniiidiow b Table : CircID 2
I — o] g o is associated
Encrypted : Ki(Ka()) et with CirclID 3.
‘ 3 FREATE{ Epubor3(g*®) ‘
> K3 — gxa'J’3

B g%, H(Ks) |
Encrypted with K2 <
AL ,
\
‘ 2  |Relay ‘ ‘ ET(EIE?D gy3,H(K3)‘

Encrypted : Ki1(Kz())

Local K, = gx3'Y3

computations ‘4
H(K3)

1 gy3,H(K3#

RELAY
Relay EXTEND
ED

Epuborn(X): RSA Encryption | H(Kn) : Hash of Kh.
Kn(X) : AES 128 bits encryption using the symmetric key Kn derived thanks to Diffie-Hellmann key exchange.
Kn = g*"¥" mod q [shared symmetric secret key between Alice and ORn].

g [public]: primitive root modulo q [public] of the multiplicative cyclic group G of integers modulo q where q is a prime number.
Xn, Yn € Zq [private]
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o o~ Accessing an Onion Service
@ snowpack IIP @ S &l 8

http://2gzyxa5ihm7nsggfxnu52rck2vv4rvmdlkiu3zzuiS5dudxycle
n53wid.onion/

https://www.torproject.org/
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o . A ing an Onion Servi
.SnowpaCk “p @ Sagm%g#g (JJL)i('\CS ccess ga Onion Se ce

Tor Project | Ananymity Onlin: = ot

17} 2gzyxaSihm7nsggfxnuS2rck2vvdrvmdlkiu3zzuiSdudxyclen53wid.onion

I@' Donate Now About Support Community Blog Donate English (en) ~ | Download Tor Browser

Browse Privately.
-xplore Freely.

Defend yourself against tracking and surveillance. Circumvent censorship.
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@ snowpack lip @ S (z’ms Tor route

Tor Project | Anonymity Onlin: x +

& 2gzyxaSihm7nsggixnus2rek2vwarvmdikiu3zzuisdudxyclens3wid.onion

Circuit for 2gzy=a...n53wid.onion

English (en) = | Download Tor Browser s
FCLIE

This browser

£E United States (guard)
== Germany

I Belgium

Onion site relays

e vately.
-xplore Freely.

guard node may
Defend yourself against tracking and surveillance. Circumvent censorship.
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@ snowpack P @ Sy Sl

1 — OS has an identity composed of a
private/public key pair. The public key is part
of the onion address. OS chooses 3 Intro
Points and creates circuits to them

Onion Services

OR
Intro Point 1
Intro Point 2

OR
Intro Point 3

OR
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Onion Service identity keys

OR
OR
OR

pair

PrivKey
fjezoapzotdo

PubKey
grlieuzzaedx

grlieuzzaedx.o

hion
(Onion
Service)

M,
\\.
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Onion Service identity keys

° : pair
snowpack ! S & .
2 — OS create an Onion Service Descriptor fjezoapzotdo
which contains a signature of the addresses of PubKey
' i OR OR grlieuzzaedx
- Introduction Point 1 Intro Point 1
- Introduction Point 2
- Introduction Point 3
and its identity public key (encoded in its Intro Point 2 oR OR
onion address).
rlieuzzaedx.o
This signed Onion Service Descriptor is sent to Intro Point 3 9 nion
a Distributed Hash Table (DHT) o on (Onion
Service)

SignPriery(

Distributed Hash OR OR OR 3 int int
Table intro points
addresses
Onion +
Descriptor Pub key OS)
. .
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Onion Service identity keys

. | pair
snowpack I S & '
. P L{e @ S Clines PrivKey
fiezoapzotdo
DHT: decentralised database, to have a very PubKe
simple view of this, it works like a python dict [ OR OR rIieuzza);dx
or a C++ map Intro Point 1 g
key -> value Intro Point 2 OR OR
grlieuzzaedx.o
Here: Intro Point 3 nion
key = grlieuzzaedx.onion .
OR OR (Onion
Service)

value = signature of (3 intro points addresses

+ public key of onion service, i.e. grlieuzzaedx) (
SignPriery

Distributed Hash OR OR OR . .
DHT, Chord algorithm: Stoica, |.; Morris, R.; Karger, D.; Kaashoek, M. F.; Tabl 3intro pOIﬂtS
Balakrishnan, H. (2001). Chord: A scalable peer-to-peer lookup service for abie d d
internet applications In: ACM SIGCOMM Computer Communication Review. . C resses
31 (4): 149. doi:10.1145/964723.383071. Onion +
Descriptor Pub key OS)
,_’_:""\_
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Onion Service identity keys

: : pair
i )
snowpack [f Samme: & '
’ p Lp @ b cNcs PrIery
3 — Alice gets the Onion address from a friend fiezoapzotdo
PubKey
OR OR .
Intro Point 1 grlieuzzaedx
Intro Point 2
OR OR
grlieuzzaedx.o
Intro Point 3 nion
| get OR OR (Onion
grlieuzzaedx.o Service)
nion from my
friend. Sign. .
Distributed Hash OR OR OR 3i f P”VKe.y(t
Table intro points
How can | addresses
contact this Onion +
service? Descriptor Pub key OS)
A
-- R ..-/‘:I\.\
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Onion Service identity keys

° : - pair
snowpack [ Samse & ;
’ p Lp @ b C/LIK\CS Prviey
3 — Alice gets the Onion address from a friend, fjezoapzotdo
she wants a way to contact this Service => she
PubKey

asks the DHT. OR OR .

Intro Point 1 grlieuzzaedx

Intro Point 2

OR OR
grlieuzzaedx.o
Intro Point 3 nion
| get OR OR (Onion
grlieuzzaedx.o Service)
nion from my \.
friend. —/ SIgNp e
Distributed Hash OR OR OR . rveey
Table 3 intro points
How can | 3 intro points addresses
contact this addresses Onion +
service? + Descriptor Pub key OS)
Pub key OS) M N R
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@ snowpack P @ S Slace

| verify the
signature of
the descriptor

using HS
Public Key
encoded in
the onion

address

Intro Point 1

Intro Point 2

Intro Point 3

Table
3 intro points

addresses
+

Pub key OS)
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Descriptor
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pair

PrivKey
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PubKey
grlieuzzaedx

grlieuzzaedx.o
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Si8Nysprivicey (
3 intro points
addresses

Pub key OS)

88


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

@ snowpack P @ Sy Sl

4 — Alice verifies the signatures using the
public key of the onion service (part before
the .onion address)

Intro Point 1
Intro Point 2
Alice
Intro Point 3
Verified =>
Trust of the e
Introduction u:

Points
Table

3 intro points
addresses
+

Pub key OS)
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pair
PrivKey
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PubKey
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° "™ SCIENCES
@ snowpack IIp @ S &l

5 — Alice chooses another OR as a Rendezvous
point for herself and the Onion Service

Intro Point 1
Intro Point 2
Intro Point 3
Choose a
Rendezvous
Point and - O:
sends a OTS
(One-ti OR OR OR Distributed Hash
ne Im? Table
secret) to it
One-time secret OR OR Rendez-vous Point
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OR OR
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hion
OR OR (Onion
Service)
OR OR OR
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Onion Service identity keys

° : pair

snowpack [ Samwe & '

6 — Alice sends a request to connect to the Onion fjezoapzotdo

Service via an Intro Point + info about the Rendezvous

noint. = = PubKey

One-time secret + Intro Point 1 grlieuzzaedx
Rendezvous address
Intro Point 2
OR OR
grlieuzzaedx.o
Intro Point 3 nion
Select one OR OR (Onion
Intro Point to N Service)
be introduced U:
to the Onion o
. Distributed Hash OR OR OR
Service Table
OR OR Rendez-vous Point
A R /\\\‘\\\ =
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Onion Service identity keys

° : pair
snowpack [I St &) )
. p I-p @ b (/uncs Pr/ery
fjezoapzotdo
PubKey
_ti OR OR )
One-time secret + Intro Point 1 grlieuzzaedx
Rendezvous address
Intro Point 2
OR OR
grlieuzzaedx.o
Intro Point 3 nion
Select one OR OR (Onion
Intro Point to N Service)
be introduced U:
to the Onion
. Distributed Hash OR OR OR
Service Table
OR OR Rendez-vous Point

AN A~
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Onion Service identity keys

° : pair
snowpack [I St &) )
fjezoapzotdo
PubKey
_ti OR OR )
One-time secret + Intro Point 1 grlieuzzaedx
Rendezvous address
Intro Point 2
OR OR
grlieuzzaedx.o
Intro Point 3 nion
Select one OR OR (Onion
Intro Point to N Service)
be introduced U:
to the Onion o
. Distributed Hash OR OR OR
Service Table
OR OR Rendez-vous Point

/ \
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Onion Service identity keys

K ° @ @ 53 pair
showpac i S iomeome (5 :
. p Lp b CiNcs PrIVKey
fjezoapzotdo
PubKey
i OR OR )
One-time secret + Intro Point 1 grlieuzzaedx
Rendezvous address
Intro Point 2
OR OR
grlieuzzaedx.
Intro Point 3 nion
Select one OR OR (Onion

Intro Point to N Service)

be introduced U:

to the Onion o

S . Distributed Hash OR OR OR
ervice Table
OR OR Rendez-vous Point
A \ - _'/\‘\\‘\.'.---_--_J/R
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Onion Service identity keys

o " 25°p pair
@ snowpack P @ S Slns Privkey
fjezoapzotdo
One-time secret + PubKey
Rendezvous address grlieuzzaedx

Intro Point 2

grlieuzzaedx.o
hion

OR OR (Onion

Service)

Intro Point 3

Select one
Intro Point to
be introduced
to the Onion

Service Table

a

Distributed Hash OR OR OR

OR OR Rendez-vous Point

J \
N /‘\\Q\*\\ _—
Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0 LS /R\ 95


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

Onion Service identity keys
pair

@ snowpack lIp @ S Gl Privkey
fjezoapzotdo
._.A
One-time secret + PubKey
MeLNt  Rendezvous address grlieuzzaedx

Intro Point 2

grlieuzzaedx.o
hion

OR OR (Onion

Service)

Intro Point 3

Select one
Intro Point to
be introduced
to the Onion

Service Table

a

Distributed Hash OR OR OR

OR OR Rendez-vous Point

J \
3 3 /‘\\Q\*\\ _—
Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0 LS /R\ 96


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

Onion Service identity keys
pair

@ snowpack lip @ S Sl Privkey
fjezoapzotdo
T : PubKey
- + .
Intro Point 1 NE-HIME secre grlieuzzaedx
Rendezvous address

Intro Point 2

grlieuzzaedx.o
hion

OR OR (Onion

Service)

Intro Point 3

Select one
Intro Point to
be introduced
to the Onion

Service Table

a

Distributed Hash OR OR OR

OR OR Rendez-vous Point

AN A~
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Onion Service identity keys

° : pair
snowpack [ Sk & :
. P I-p @ S (/uncs PrivKey
fjezoapzotdo
7 — OS accepts or not the request. ‘ ‘
() O‘t_ AN PubKey
ne-time secret + .
Intro Point 1 grlleuzzaedx
Rendezvous address
L~ : : : Intro Point 2 I I
OR OR OR OR OR

grlieuzzaedx.o
nion

Yolg!
Some verifications and : 13

Alice

Intro Point 3 ‘ ‘
OR OR

Y ‘ ‘ NOK I refuse the
\/ connection or OK |
Table

we can meet at the
Rendezvous Point

OR OR Rendez-vous Point

/ \
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Onion Service identity keys

o " pair
@ snowpack lip @ S Sl Privkey
fjezoapzotdo
7 — OS creates a circuit to the Rendez-vous point with ‘ ‘
the OTP. ‘ PubKey
OR OR .
Intro Point 1 grlieuzzaedx
Intro Point 2 I ‘
OR OR
Alice . grlieuzzaedx.o
Intro Point 3 ‘ ‘ nion
OR OR (Onion
Service)
Distributed Hash OR OR OR One-time secret
Table /
OR OR Rendez-vous Point OR OR OR
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Onion Service identity keys

° : pair
snowpack [ Samwe & .
. P I-p @ S (/uncs Priv Key
fjezoapzotdo
‘ ' ‘ PubKey
OR OR .
Intro Point 1 grlleuzzaedx
Intro Point 2 I I
OR OR
Alice ‘ grlieuzzaedx.o
Intro Point 3 ‘ ‘ nion
OR OR (Onion
Service)
Distributed Hash OR OR OR

One-time secret

Table /

OR OR Rendez-vous Point OR OR OR
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Onion Service identity keys

° : pair
snowpack ! S & .
. P L{e @ S Lincs PrivKey
fjezoapzotdo
O OO by
OR OR .
Intro Point 1 grlieuzzaedx
Intro Point 2 I I
OR OR
Alice . grlieuzzaedx.o
Intro Point 3 ‘ ‘ nion
OR OR (Onion
Service)
Distributed Hash OR OR One-time secret
Table /
OR OR Rendez-vous Point OR OR OR
A Y /\\‘\\\ =
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Onion Service identity keys

[] :
snowpack [ Samwe & .
. P I-p @ S (/uncs Priv Key
fjezoapzotdo
e O—C ubrer
OR OR .
Intro Point 1 grlleuzzaedx
Intro Point 2 I I
OR OR
Alice ‘ grlieuzzaedx.o
Intro Point 3 ‘ ‘ nion
OR OR (Onion
Service)

()

One-time secret

OR OR Rendez-vous Point
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Onion Service identity keys

° : pair
snowpack [ S & :
. P L{e @ S Clines PrivKey
fjezoapzotdo
8 — Rendez-vous point checks if OTPs matches ‘ ‘
together if not: no connection. ‘ O‘ _ A PubKey
ne-time secret + .
Intro Point 1 grlieuzzaedx
Rendezvous address
Intro Point 2 I I
OR OR
Alice ‘ grlieuzzaedx.o
Intro Point 3 ‘ ‘ nion
OR OR (Onion
Service)

()

One-time secret

OR OR Rendez-vous Point
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Onion Service identity keys

° : pair
I Q SORBONNE j)
. SnowpaCk Lp @ b UNIVERSITE C’LI(\CS PrIVKey
fjezoapzotdo
9 — Alice and OS are connected. ‘ ‘
‘ PubKey
OR OR .
Intro Point 1 grlieuzzaedx

Intro Point 2

Alice . grlieuzzaedx.o
Intro Point 3 ‘ ‘ nion

OR OR (Onion
Service)

OR OR

P
<

OR OR Rendez-vous Point OR OR OR

N
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Onion Service identity keys

° : pair
I Q SORBONNE j)
. SnowpaCk Lp @ b UNIVERSITE C’LI(\CS PrIVKey
fjezoapzotdo
9 — Alice and OS are connected. ‘ ‘
‘ PubKey
OR OR .
Intro Point 1 grlieuzzaedx

Intro Point 2

Alice . grlieuzzaedx.o
Intro Point 3 ‘ ‘ nion

OR OR (Onion
Service)

OR OR

P
<

OR OR Rendez-vous Point OR OR OR
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@ snrowpack lip @ S Slnes

10 — Alice and OS negotiate a symmetric key using ‘ ‘
their public/private keys in order to have E2E ‘

. OR OR
encryption. Intro Point 1

The public/key pairs
were exchanged
during the phase Intro Point 2

where Intro Point 2 OR OR
was involved. ‘

Alice grlieuzzaedx.o
The exchange of a intro Point 3 ‘ ‘ nion
symmetric key is done OR OR (Onion
here via the Rendez- Service)

vous Point.

OR OR Rendez-vous Point OR OR OR

L e
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° "™ SCIENCES
@ snowpack IIp @ S &l

Note 1 — There is no Onion Encryption between the
Rendez-vous point and the Exit node (37 OR) of the .

2O
e

Onion Service. Intro Point 1 OR
Intro Point 2 I I
OR OR
. Only E2E encryption . .
Alice y yP grlieuzzaedx.o
here Intro Point 3 ‘ nion
OR OR (Onion
Router A Key ¥ Asiuof Se rVi Ce )

Router B Key voX 8 191uoA

Router C Key va D 19tuoA

v

Image attribution:
English Wikipedia user

A 193uofl

o e HANtwister, CC BY-SA
3.0 via Wikimedia
OR OR  Rendez-vous Point OR OR OR Commons
A“\

oy L z’/\ -
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@ snrowpack lip @ S Slnes

Note 2 — If the service does want protect its

anonymity but still provide security it can connect ‘ ‘ ‘

with less than 3 hops. Intro Point 1 OR OR
Intro Point 2
OR OR

Intro Point 3 ‘ ‘

Reference OR OR

Alice

Tor Project, Section 4. The rendezvous protocol In: Tor Rendezvous
Specification - Version 3, gitweb.torproject.org, line 2115, 2023.
https://gitweb.torproject.org/torspec.git/tree/rend-spec-v3.txt#n2106
(accessed Mar. 20, 2023)

a

OR OR Rendez-vous Point OR
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@ snrowpack lip @ S Slnes

Note 3 (History) — before, the ‘ ‘
grlieuzzaedx in grlieuzzaedx.onion ‘

was a hash of 80 bits (16 Intro Point 1 OR OR
characters) of the public address

encoded in base32. For security ' ‘ ‘
OR OR

reasons, it is now a full ed25519 Intro Point 2
public key (256 bits / 56

characters) ‘
Alice grlieuzzaedx.o
Intro Point 3 ‘ ‘ nion
OR OR (Onion
Service)

Tor V3 onion addresses: https://blog.torproject.org/v3-onion-services-usage/

ED25519: Bernstein, D.J., Duif, N., Lange, T. et al. High-speed high-security signatures. )
Cryptogr Eng 2, 77-89 (2011). doi:10.1007/s13389-012-0027-1

a

OR OR Rendez-vous Point OR
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UNIVERSITE

@® snowpack ip @ S . Research on anonymity communications

Toe <3 LOKINET

Onion routing [19] and Tor-based protocols [20]

. o
Random Walks [21] and DHT-Based protocols [22, 23] . ° h O
@i. ails W NiX

PRIVACY & ANONYMITY OS
DCNets [24]

theamnesicincognitolivesystem

Others (Snowpack, I12P [25], P5[26], CAR [27], etc.)

G brave Laas

CNRS
More: survey [15] QasTor

Y - /‘\\Q\*\\ - ____J_/R
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= .\ SCIENCES .
£ snowpack I'P @ S Sl Outline

Terminology

Context

The origins: David Chaum's seminal paper
Onion Routing & Tor - The Onion Router
Random walks & DHT-Based protocols
DCNets

Other Anonymous Communication Protocols
Snowpack

References
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@ snowpack lip @ S & Random walks & DHT-Based protocols

UNIVERSITE

[21] M. K. Reiter and A. D. Rubin, Crowds: anonymity for Web transactions, ACM Trans. Inf. Syst. Secur., vol. 1, no.
1, pp. 66-92, Nov. 1998, doi: 10.1145/290163.290168.

[22] I. Stoica, R. Morris, D. Karger, M. F. Kaashoek, and H. Balakrishnan, Chord: A scalable peer-to-peer lookup
service for internet applications, in Proceedings of the 2001 conference on Applications, technologies,
architectures, and protocols for computer communications - SIGCOMM ’01, San Diego, California, United
States: ACM Press, 2001, pp. 149-160. doi: 10.1145/383059.383071.

[23] P. Maymounkov and D. Maziéres, Kademlia: A Peer-to-Peer Information System Based on the XOR Metric, in
Peer-to-Peer Systems, P. Druschel, F. Kaashoek, and A. Rowstron, Eds., in Lecture Notes in Computer Science.
Berlin, Heidelberg: Springer, 2002, pp. 53-65. doi: 10.1007/3-540-45748-8 5.

. 5 - ___/R
Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0 S )2 V- 112


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/
https://doi.org/10.1145/290163.290168
https://doi.org/10.1145/383059.383071
https://doi.org/10.1007/3-540-45748-8_5

@ snowpack Iip @ Siv: Slace Random walks & DHT-Based protocols

IIIIIIIIII

Hyphanet (formerly Freenet) GNUNet
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@ snowpack Iip @ Siv: Slace The dining cryptographers problem
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Pay anonymously for the meal

[24] D. Chaum, The dining cryptographers problem: Unconditional sender and recipient untraceability, J.
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988, doi: 10.1007/BF00206326.
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@ snowpack Iip @ Siv: Slace The dining cryptographers problem

UNIVERSITE

| see two coins
falling out

XOR differently

This statement is
public knowledge for
everyone
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@ snowpack lip @ S

| see two coins
falling out
differently

This statement is
public knowledge for
everyone

(ggincs

Bob
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The dining cryptographers

| see two coins problem

falling out
differently

| can see two
coins falling on
the same side.

If the NSA is paying for the dinner, then each cryptographer indicates publicly what he sees
(same or different sides), there is no problem of anonymity to study in this case. If one of

the cryptographers has paid, then he flips the value of what he sees (i.e. if the coins he sees
land differently, then he indicates publicly that they landed on the same side).
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The dining cryptographers

° "™ SCIENCES .
@ snowpack IIp @ S &l | see two coins problem
falling out

differently

| see two coins
falling out

differently
Bob @
This statement is

public knowledge for
everyone Rule:

If the number of public assertions indicating that the coins fell out differently is
even, then the NSA has paid, there's no anonymity problem.

Otherwise, if it is odd, then one of the three cryptographers has paid, but we do
not know who... 7

-

| can see two
coins falling on
the same side.

oy 3 z’/\ -
Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0 \ N 120


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

The dining cryptographers

° "™ SCIENCES .
@ snowpack IIp @ S &l | see two coins problem
falling out

differently

| see two coins
falling out

differently
Bob @
This statement is

public knowledge for
everyone Rule:

If the number of public assertions indicating that the coins fell out differently is
even, then the NSA has paid, there's no anonymity problem.

Otherwise, if it is odd, then one of the three cryptographers has paid, but we do
not know who... 7

-

| can see two
coins falling on
the same side.
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The dining cryptographers

° "™ SCIENCES
@ snowpack [IIp @ S inncs problem

| see two coins
falling out

differently

| see two coins
falling out

differently
Bob @
This statement is

public knowledge for
everyone

| can see two
coins falling on
the same side.

Here:
2 “differently": even, so the NSA pays. There is no problem.

T _/_,/\”: —
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° "™ SCIENCES
@ snowpack IIp @ S &l

| see two coins
falling out
differently

| see two coins
falling out the
same side

| can see two
coins falling on
the same side.

This statement is
public knowledge for
everyone

Here:

1 “differently": a cryptographer has paid but we do not

know who. A

.»J'- \_\./-x"'\
= .
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The dining cryptographers

° "™ SCIENCES
.snowpack P @ gaams#é (gzincs problem

0 (same sides)
1 (different sides)

@
XOR(XOR(1, 1), 0) = XOR(0, 0) = 0. NSA pays.
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The dining cryptographers

° "™ SCIENCES
.snowpack P @ gaams#é (gzincs problem

0 (same sides)
1 (different sides)

\(XOR(0, 1)) =0

XOR(XOR(0, 1), 0) = XOR(1, 0) = 1. Somebody has paid.

‘\/,/Xc:_ »
Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0 o ““\\/N 125
. - .:. _’/x


https://www.lip6.fr/
https://sciences.sorbonne-universite.fr/
https://www.lincs.fr/
https://www.cnrs.fr/
https://snowpack.eu/

@ snowpack lip @ S

SHARED SECRETS
shared keys

Inverting bit

XOR(XOR(0, 1), 1) =0
\(XOR(0, 1)) =0

output
PUBLIC

Binary messages can be sent...

Guillaume Nibert | An introduction to Anonymity Networks | 2024-02-07 | CC BY-NC-SA 4.0

BOB SECRET

The dining cryptographers

problem
S xoR00RA,0,0-1

(gzir\cs

0 (same sides)
1 (different sides)

© ®

®

Inversion can also be modelled as an inversion bit, which is 1 if there
is inversion or 0 otherwise. The subject therefore XORs 3 elements.

\“\ \.\-/-x"'\,_\
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@ snowpack Iip @ Siv: Slace The dining cryptographers problem

5-bit shared keys

Alice wants to send . .
since 5-bit message

message 10110

Generalisation of the rule: if
the XOR sum of the public

Rounds (prOtOCOI kAIiceBob = 00011 kCarIosAIice =11101 . .
repeated n times if n- values is 1: then a unit
bit message) message has been sent (+5 V)

but it is not known by whom.
Otherwise, if it is 0, then no
unit message has been sent.
In reality, we know that this 0
is part of the 5-bit message.

kBobCarIos =10010
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@ snowpack Iip @ Siv: Slace The dining cryptographers problem

5-bit shared keys

Alice wants to send . .
since 5-bit message

message 10110

kAIiceBob = 00011 k

Round 1

=11101

CarlosAlice

XOR(XOR(1, 1), 0) = XOR(0, 0) = R;;=0

kBobCarIos = 10010

"
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@ snowpack IIp @ S &l
5-bit shared keys

Alice wants to send . .
since 5-bit message

message 10110
\(XOR(0, 1)) =0

kAIiceBob = 00011 k

Round 2

=11101

CarlosAlice

Rr=0
XOR(XOR(0, 1), 0) = XOR(1, 0) =R;,=1

kBobCarIos =10010
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@ snowpack Iip @ Siv: Slace The dining cryptographers problem

5-bit shared keys

Alice wants to send . .
since 5-bit message

message 10110

Round 3
\(XOR(1, 0)) =0
kAIiceBob = 00011 kCarlosAIice = 11101
R,=0
XOR(0, 0) =0 ™
(0,0 Rr=0

XOR(XOR(0, 1), 0) = XOR(1, 0) = Ry= 1
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° "™ SCIENCES
@ snowpack IIp @ S &l

Round 4

kAIiceBob = 00011

XOR(0, 0) = 0

kBobCarIos =10010
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The dining cryptographers problem

Alice wants to send
message 10110

k =11101

CarlosAlice

5-bit shared keys
since 5-bit message

Rr=0
Rp=1
Rps=1

XOR(XOR(0, 1), 1) = XOR(1, 1) = Ry,= 0
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° "™ SCIENCES
@ snowpack IIp @ S &l

Round 5

kAIiceBob = 00011

kBobCarIos =10010
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The dining cryptographers problem

Alice wants to send
message 10110

\(XOR(1,0)) =0

k =11101

CarlosAlice
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